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1
Decision/action requested

This document discusses the threats if the authentication status in the UDM is not removed in some scenearios, and proposes a new key issue on this.
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[1]    3GPP TS 33.501 "Security architecture and procedures for 5G system"
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   3GPP TS 29.503 "5G System; Unified Data Management Services”

3
Rational
3.1 Problem if the authentication result is not removed
Currently, TS 33.501 [1] clause 6.1.4 specifies that AUSF will inform the UDM about the result and timestamp of a successful authentication run. However, in case of UE-initiated deregistration procedure or network-initiated deregistration or SMC failure after AKA during the registration procedure, UDM still keeps the record of  UE’s authentication result 
According to the specification TS 23.502 clause 5.2.3.2.3, only the information in UDM related to the requested NF consumer will be removed. That is to say if the AMF requests the UDM to delete the information by invoking Nudm_UECM_Deregistration service, only the AMF related data will be removed. 

5.2.3.2.3
Nudm_UECM_Deregistration service operation
Service operation name: Nudm_UECM_Deregistration.
Description: The NF consumer requests the UDM to delete the information related to the NF in the UE context. When the consumer is AMF, this implies that the subscriptions to be notified when the NF is deregistered in UDM (i.e. Nudm_UECM_DeregistrationNotification) are also removed.
Inputs, Required: SUPI, NF type, Access Type, S-NSSAI (if NF Type is SMF), DNN (if NF Type is SMF), PDU Session Id (if NF Type is SMF).

-
Access Type is included only when the NF type indicates AMF or SMSF.
Inputs, Optional: None.

Outputs, Required: Result Indication.
Outputs, Optional: None.

However, the authentication result is added by the AUSF, and AUSF does not request the UDM to remove the authentication result during the deregistration procedure. If the authentication result is not removed, security issues may be introduced.
Issue 1

“The feature of increased home control is useful in preventing certain types of fraud, e.g. fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM that are not actually present in the visited network. But an authentication protocol by itself cannot provide protection against such fraud. The authentication result needs to be linked to subsequent procedures, e.g. the Nudm_UECM_Registration procedure from the AMF in some way to achieve the desired protection.”

As specified in TS 33.501 clause 6.1.4.1, fraudulent Nudm_UECM_Registration Request can be avoided by linking authentication result to Nudm_UECM_Registration procedure from AMF, where the authentication result is stored in the UDM after a successful authentication.

However, if the authentication result is not removed after the UE deregistration or SMC failure, the AMF can always send the fraudulent Nudm_UECM_Registration Request to UDM pretending the UE is already connected to it while in fact the UE is not. So the above fraudulent attack still exists and is not mitigated, which means that the purpose of preventing certain types of fraud by increasing the home controlled authentication in 5G is NOT fully achieved.
Observation 1: Fraudulent Nudm_UECM_Registration Request attack is not mitigated if the authentication result is not removed after the UE deregistration or SMC failure.
Issue 2
TS 33.501 [1] also specifies that the authentication result needs to be linked to subsequent procedures (e.g. Nudm_UECM_Update service). If the authentication result is not removed after UE deregistration or SMC failure, fraudulent Nudm_UECM_Update service may also be utilized by the malicious AMF to tamper UE related information stored in the UDM, such as UE capabilities, Intersystem continuity context, PGW-C+SMF FQDN for S5/S8 interface, which may cause DOS attacks, e.g. if the Radio capabilities for E-UTRAN/NG-RAN FDD and/or TDD is disabled by the a fraudulent update message, the UE will not be able to use these capabilities to visit the network service.
Apart from the Nudm_UECM_Update service, other subsequent procedures (e.g. Nudm_SDM_Get service operation) can also be used by the fraudulent AMF to steal the UE data from the UDM if the authentication result is not removed after deregistration, which means data leakage.
Observation 2: Services provide by the UDM (e.g. Nudm_UECM_update) may be invoked by the fraudulent AMF after the UE deregistration or SMC failure, which may cause UE data in the UDM to be tampered or exposed.
It is proposed to consider the above discussion, and approve the following key issue. 
4
Detailed proposal

***
BEGIN CHANGES
***

5.3.X
Key Issue #3.X: Key issue on fraudulent attack due to expired authentication result in the UDM 
5.3.X.1
Key issue details

TS 33.501 clause 6.1.4 specifies that the authentication result will be stored by the UDM after the successful authentication, and that it can be used to link authentication confirmation to the subsequent procedures, in order to prevent certain types of fraud, e.g. fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM while the subscriber is not actually present in the visited network. 

However, in the case of UE-initiated deregistration procedure or network-initiated deregistration or SMC failure after AKA during the registration procedure, UDM still has the authentication result, which may cause security issues, e.g. fraudulent UDM service request may be accepted by the UDM.
Editor’s Note: Align with the objective of the study needs to be clarified.
Editor’s Note: Key issue details are FFS.
5.3.X.2
Security threats

Editor’s Note: security threats are FFS.
5.3.X.3
Potential security requirements
Editor’s Note: Potential security requirements are FFS.
***
END OF CHANGES
***
